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All Pr.Secretaries/ Secre:tanesf
Head of Departments of
- Gmft Df NCT Df DelhlfCDrpﬂratmnsfﬂutﬁnﬂmous BDdlES

,__\

Sub: Implemeutatmn of e-prncurement system of NIC in Govt of NCT uf Delhl

g_ﬁnﬁ\ SirfMadam

Thls is regardmg reqmrement of dﬂcuments for crbtammg Digital
_ Signatu res for NIC e- pmcurement system bemg Impiemented in GDVﬂmment of NCT |

‘f\ {1 of Delhi.
2. The f‘oilﬂwmg are the documents requlrﬂd f0r 1ssuance {}f Digltal Signatures
- by NIC to departmental UfﬁCE:I‘S - : - !

Yy Apphcatmn Form—Annexure I duly mgned by HOD.
(i)  Demand Draft of Rs.555/- in favour of Acwunts Officer, NIC, Delhi.
- (ili): Copy of self:attested ID proof: = - 5
-(iv) .. E-Mail 1ID: Valid e:wmall ID t}f cuncerned nffi{:er 1o whom the Dlgltal =
- Szgnature Is ’m be 1ssued by i : . .

: Departmental officers are requestﬂd tn depcsxt the above said ducuments at
_elp Desk, Rnum No. 129 Level 1 Dellu Secretariat New Delhi

“NIC reqmres one. weak’s tlme to pmwde the D1g1tal Signature to the:.-
“concerned officer aﬁer rec:mpt of cmnpleted dﬂcmnents from the concerned -
Departments B - i

g '.'Th_is'is for kind information and necessary action please.

p ..l"

=

Shan R e Addﬂmnaj Secretary Imn

PS to Chzef Secretary, Delhl L
- PStoPr. Secretary to Hs:m bla Chlef Mlm te:i:, Dethi.
I’&tﬂ Secretar}r (IT) ‘ONCT D__ S

i
(Deepak Virmani)
Addltmnai Secretary (IT)




NIC Certifying Authority
. National Informatics Centre
Ministry of Cnm munications and Information Technnlngy 2 ol
Government of India ',

NOTE:

Please fill the form in BLOCK LETTERS
Pleasa Tick () the appropriate oplien. ',

o LB i B it

S

. Catngnry uf Applicant

2. Classof Certificate Required {see pt, 11 at.page 4}
-t Gamf' cals Required (Usage) (see pt. 11 at page 4

4. Certificate Validity {Max 2 Years)
£ Date of superannuation” {ddfmm.ryyw]

- §. MName*

u:faltﬁt_;_.._s 6 ﬁmL.:_RE;Q.EEII_EJ%T_E._EE_du_Esr_Foam.

This application form Is to be filled by the applicant. 5!

Al subscribers are advised to read Certiﬁn::ata F’raclir.:e Statament of (’:A

incomplete/inconsisteant applications are liable to be. rejected.

Validity parlod shauld not exceed the date of superannuation of the appllcant
Astarisk {*) markad antrtes shamd not ba 1aft h!ank as the&a are reﬂﬂctad In the Dlgital Slgnatbre Cerliﬂcata _

1 Two years / Specify valldty (i less tnan 2 years) __

Page-1

Refa Hﬂ# e T E LT
7 {To be filled by NICCA)

] -
el ay

" Affix Recent
‘| Passport Size
Photograph -

4

Gmmment! Judiciary IF'BU & Statutory Bﬂdlas J’ Heg&sterad Gampaﬂies

_-::Lassj / Ctass it f Class lli

vl.nv"'P _.--“' : s R
- individual (Signing) / Encryption { 581 Server

v - * (First Name) (Middle Nameg) (Last Name}
o Deslgnatlun . ' : ' :
- 8. Ema:l D {Official emali ID preferreﬂ} o okl il angite, .
9. Minlsiry/Departmant ﬂ C &
‘a) Office Address A e : . 3
: e * 2 £ : . {f )
“Telaphone (Official)___. * . {Resi/Mobilg) _ '
b} Ré:éidanﬂ:ﬂ Address
.10 ldanhﬂcatinn Datails (Tick any one) ' il 2
[ Employee ID | Passport No. f PAN Card Nu A Motar LD
Card No. / Driving License No. IF’F No. /Bank Amnunt
_ Details /Ration Gard No.l- s \
11. CertimuteSuhjvzct Details® _Qrgau!zaﬂnn* : ; P
(These will be used in Certificate sublect.) _ Organization Unit* | T 5 g ¥ : : i
' City* 2 S O
. State* ___ : ' .
2 Country*® INDIA E 3
" 42, SSL Cerlificate Details . ‘Web Server
(In case the application is for a device then details of . Services _.
Server/Device for which the certificate is hamg appiied 1P Address B
for must be filled.) . - URL/Domain Name N
: Physical Location __
% ] o1
Date: .. T ol "I~ - T S S NS I ot N T e S i P s L b s
- R {Stgnature of the Appimant)
e LA TR s SE————E S e S
_ - {For NICCA Office use only)
Smart Card/USB Token St NO. . e | RegUast NO I .o mnssnsiasns
ﬁmhﬂlﬂgnd SIEnHtDWI RAA: 2 A BACOode | v nissnimsnasssssnea e
X1 ] - DA yeorE T PLTL S ¥
1 - [ 1N FROMIAIKSS «eveeveirrireesnnmeiresossnnrasesssbassnnssinsss sraress susn s bSsNsAbRIELALESE V10
LY \
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Declaration by the Subscriber.

| hereby declare and understand that : wlow g e ‘."":

] heve read the eubecnber agreement under Reeeureee (httpe Hmeca nic. m)
[ shall keep the private key safe and will not share with others. '
i shall verify the contents and the correciness of the certificate before eeceptmg the DSC.
I shall send a signed mail to NIC-CA (support@camail.nic.in) to acknowledge the acceptance of the DSC.
~ 1also undertake to sign an additional declaration form in case of Eneryptiun Certlﬂeete :
| shall not use the private key before acceptance of the DSC. '
| authorize NIC-CA fo publish the certificate in the NIC-CA repasitory after eeeeptenee of the DSC.
If the private key of my DSC is compromised, | shall communicate fo NICCA without any delay as per
requirement mentioned in Regulation 6 of Information Technology (Certifying Authority) Reguletiene, 2001.
(Doc 1D CA2-50027.pdf, available under Repository>CPS & Forms>All Forms at hitps://nicca.nic.in) {
8. |understand the terms and conditions of issued DSC and will use the DSC under the terms of issue as in
the Certificate Practice Statement.
8. 1understand that on.cessation of my employment, | ehelt mferm NIC‘.CA and my preeent empteyer for
revocation of my Digital Signature Certificate. : : | “H gl petig
10. 1 eertif)r the following: (Tick whichéver is epp!.*eebfe) FC A T

o have not applied for a DSC with NIC- CA earlier.

‘0 "I'have been issued a DSC by NICCA with Ueer 1D ; % which is
Vel|d.-’Fteveked.-’Suepended:’Explred . 9 : S '

P CR ek

~N ;o

wE

The information furniehe::l above is trpe to the beet of my. knewledge and betlef t w:ii cr.::urﬁplyr W|th the terms end
conditions of Subscriber (as in section 40-42 of the IT Act 2000) and those of the Certificate. Practice Statement of
the NIC-CA. If at a later stage any information is found to be incorrect or there is nen-eempll’enee of the terms and

conditions of use of the DSC, NIC-CA will not be: reepenelble fer the eeneequenceef Itebiilttee and wrti be free te
take any.action including eeneelletlen of the DSC. -

T a

85112 NG M s _ ) _ i £ : '

PIACE T oo - g R S RO (Signature ef the Appheant)
Verif‘eetuen and Deetereﬂen by Heed of Office of Applieant -

. Thle is to eertlfy that Mr./Ms 3 : v e has prewded correct information in the

Application form for issue of Digital Slgneture Certn‘" eete for eubeerlber to the best of my knowledge and belief.
| have verified the credential of the applicant as per the records and the guidelines giver’ at page 5. | hereby

~ authorize him/her, on behalf of my ergentzetien to epph_.r for ebtemfng DSC from NICCA fer the purpose as.
specified at point 3 of page-1.

2. It is noted that the organization shall inform NICCA fer reveeetten ef DSC on the ceeeetlenfeuperennuetlen of
- hisfher empleyement :

B (L R e {Sagneture of Ofﬁeer'wtth etamp of Qrg./Office)
Place " Namé of Officer wlth Designation: .
Offige Email: " EZ '

~Forwarded .b SIO !.;"-;_rinr R
{Only for Class-2 & Class-3 Certificate). - %

(ngneture of SIO INIC Coordinator)
Name: . .

. < 1 L
© . Office Seal:.
This form is to be forwarded to the respective RA Office of NIC-CA.
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Additional Declaration by the Subscriber for Encryption Certificate -
| hereby declare and understand that . :

et

1. 1am solely responsible for the usage of these Certificates/Tokens/ Technology. | shall not hold NICCA
~ responsible for any data loss/damage, arising from the usage of the same. e

2.t am aware that Key Escrow/Key Archiving.of Encryption keys is not done by NICCA and | shall not hotd
NICCA responsible or approach NIGCA for recovery of my private Encryption Key, in case of its loss or
otherwise. ki ek . g e _ g g

3. 1shall be responsible for compliance to the reievant sections of the [T Act/Iindian Telegraphic Act and other
Acts/laws of the Indian legal system, pertaining 1o Encryption/Decryption of any message or document or
electronic data, and | shall bé liable for'associated penal actions, for any breaches thereof.

4. 'NICCA shall.not be held responsible and no legal proceedings shall be taken against NICCA for any loss
and damage that may occur due to any reason whatsoever including technology upgradation,
malfunctioning or partial functioning of the software, USB token, Smart Card or any other system
component. w S LR 5 o = i _ _

5 | am aware that the Encryption Certificate, issued by NICCA is valid only for the suggested usage and for
the period mentioned in the certificate. | undertake not to use the Certificate for any other purpose.

6. | am conversant with. PKI technotogy, and understand the underlying risks and obligations involved in
usage of Encryption Certificate. = - EHCHE : Py :

7. 1 certy the following: (Tick whichever is-applicable)

o | have not applied for an Encryption Certificate with NIC-CA earlier. g
o | have been issued an Encryption Certificate by NICCA with-User 1D« "* v L whichiis
Valid/Revoked/Suspended/Expired. ikl S i T g .

[

. . v . ¥ » L]

: - best of my knowledge. and belief. | will comply with the terms and
conditions af Subscriber {as in section 40-42 of the'IT Act 2000) and those of the Certificate Practice Statementof .
the NIC-CA. If at a tater stage any information is found to-be incorrect or there is non-compliance of the terms andz - Vel
conditions of use of the Encryption Certificate, NIC-CA will not be responsible for the- consequences/ liabilities :
and will be free to take any action intluding cancellation of the Encryption’ Certificate. : X

“The information furnished _-:-.-_a-bmfé is trua-_iﬁ' the best

(Signature of the Applicant)

Declaration by Head of Office of Applicant -~ - " ' )
" | hereby authorize Mr/Ms g SR, 8 ; : employed in this Organization, to apply
for Encryption Certificate from NIC-CA. Itis further certified that a Policy/Procedure isin placg, which describes
the complete process for Encryption Key Pair Geheration, Backup Procedure, safe-keeping of Backups and
associated Key Recovery Procedures. The consequences of loss of the key have been explainedto the userrand -
helshe has been advised about securing the key and making it available to relevant authorities, in case of
‘emergency. . i °h : Sl M

i

-

g:ﬂe (Signature of Officer with stamp of Org./Office)
ACE L issassinin g ) il el ey o NERGR of Officer with Designation:
Office Emait. - 7T A0 PR i e :

Forwarded by SI0 / NIC Coordinator
{Only for Class-2 & Class-3 Certificate) .
; : s 'jQ, = 5 i

L T

1

(Signature of SI0 JNIC Coordinator)
NEIMEB! ..irrrrerrenessrmssireenssnssrsasiennies
: s : SR © Datel .oeenrrsnnsreinn

. P, & B B gy AT EESRG RRRCRRE Office Seal:
. %

This form is-to be forwarded to the respective RA Office of NIC-CA.




10.

i

sl s Category Issued to the individual fr-:}m cht F’SU!Statutury Bﬂdl&ﬁ Government Reglstered Companlas

Page-4

-l

NIC-CA abides by the Information Technology Act, 2000, Iald down by the Govt. of India. The applicant is

- advised to read this IT Act 2000 under Resources {hftps:/inicca.nic,in).

To use DSC for exchanging Digitally signed Email, S/MIME cnmpatlble Mail clients should be used
{Ouﬂunk Express, etc.). Also, please.ensure that yﬂur email-id is issued from a POP compatible Mail

~ server. For security reasons, NICCA prefers usage of Official E-mail ID.

Subscriber is required to send one copy of DSC request form, duly signed and farwarded by Head of

- Office. Applicant is. adtﬁsad to retain a copy of the same; for filling up, the form, online whilé gene*ratmg key-
pair.

The forwarded DSC appllcatmﬁ form.is processed at NIC-CA for issue of DSC. If all particulars are in
order, a User-Id, password and the profile for the applicant is created usmg the details submitted. This
user-id will only be valid for 80 days (i.e. applicant has to generate key pair request and download
certificate within 90 days) failing which, user is required 1o submlt fresh DSC appilcatmn for DSC issuance.
itis very |mp{}rtant to keep the private key securely. :

If the private key is compromised, apphcant shoutd +mmedlately inform NIC-CA office by phone 011-
24366176 or e-mail-at support@camail.nic.in-and Login with his user-ld and password at NIC-CA w&bs:te
The User has to send Request for Revocation/Suspension/Activation form (CA2-50027.pdf)

. For viewing ali vahd DS-‘CS and CRLs, the'user can access the webslte {hﬁps /Inicca.nic.in/) under

Reposito

DSCs- ar-*:.:r:,'r norrnally issued on FIPS-140 Leuel 2 compliant smaﬂ cardeSB crypto-tokens, which allows
only maximum f{en numbers of incorrect attempts for entering pass phrase/ pin. It is advisable to be -
careful while entering the passphrase as repeated incorrect entries may biuck the same. Gn exceedmg this
limit, special efforts may be required to unblock the device. ;

It is important to note that email-id given by the applicant is functional and appilcant accessas the same on
regular basis as all communications w.r.t’ DSC like generatlc}n remcahnn renewal exptry' detalEs are
communicated through the given email-id. ~

For any further clarification, user can write to su;:rport@camail nLr;in or. wsn ihe NIC Cﬁu webélte :
(https://nicca.nic.in). :

Types of Classes: Dependmg upon requirement nf assurance level and usage of DS(‘ as descnbed
below, the applicant may select one of the classes. : R 5

Class-1 Certificafe: :

Assurance Level: Provides minimum level of assurance. Subscriber's identity i is pmved only with help of
Distinguished Name —DN and hence provides limited assurance of the identity. ™

'Suggested Usage: Signing certificate primarily be used for signing personas emails and encryption .

certificate is to be used for encrypting digital emails and SSL certificate is used to estabhsh secure
communications through the use of secure socket layer (SSL).

Category Issued to the Individual from Gowt., P8Uf$tatutury Bodies, chemment Rag;stered Companies
and Web Servers/Servers within NIC domam -

Class-2 Certificate:

| Assurance Level: Provides higher lavei Df assurance cnnﬂrmﬁ}g the details suhmlttad in the DSC

Request Form, unclud ing phc}tngraph and dncumeniary pr{mf i respact of at least one of the ldentlﬁcatmn
details. . e, .
Suggesfed Ui:age In addltlon to tha suggested usage ment:c:-ned in class I, tha class H Sagmng
certificate may also be used for digital signing, code signing, authentication f-:}r VPN Client, web-fornv -

signing, user-authenticatioh, Smart: Card Lﬂgon single slgnﬂn and mgn},ng inw}!ved in e—pmcuremanﬂ e-
governance applications.

and Web SewersfSewers in open dnmain

Class-3 Certificate: : '
Assurance Level: Provides: hlghest ievel of assuranca&,hakz, varlf cation pmcess is very stnngent Proves
existence of name of organizations such as Government Departments/Agencies, PSU/ Govt. Registered
Companies and assures applicant’s identity authorized to act on behalf of the
Government/PSU/Statutory/Autonomous bodies/ Government registered Companies.

Suggested Usage: In addition to the $uggested usage" mentioned in class-1 & class-2, class-3 stgmng
certificate may also be used for digital signing for dischatging his/her duties as per official designation.
Class-3 encryption certificate may also be used for. encryption requirement as per his/her official capacity.

Category Issued to individuals from Gnvernment entttlesf Head of the institutlons $tatutarymutonom0us

bodies, Gwernment registered Companies

s
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e The Head of Office (HO) of DSC requestor has to verify the identity /credentials of applicants. They will be
solely responsible for authentication and valldation of each subscriber/fapplicant within the-organisation.

® They have to ensure verification | pmcass as described belﬂw depending upon the class of cartlfi'cate as
applied by the appilr:.ant ' ; e . :

o Types of Cfasses Depending upon r-aqufremant of assuranca level and usage ﬂf DSC as described
befaw, the apphcant may se!ecf one uf the c!asses : R .

.
b e e R R T TR g R L T T b T e e

Verfﬁcatmn Pracess

o Class-1 Cerﬂﬁcafe HO has tu ensure the validity of the detalls gwen in the DSC Request Form
and verify the same. : It ;

\.,

- O Class-2 Certificate’ HO Ras to 'eﬁsdre the validity bf the deta;ls given in the DSC Reqﬂesf Form
‘and authentlcate the same. HO has to further send it to SIG/NIC-Coordinator for forwarding to
NICCA. HO has to utilize various procedures to obtain probative evidence in respect of identity of

the applicants by way of seeking photograph and documentary evidence of one of the items undéer
point no. 9 (Identification details) for individual certificate.:

For SSL server certificate the HO has to eénsure attestation of URL. for Web Senrers by Domain
Name Registering Agent:y. location of wab server. d

o Class-3 Certificate: In addxtmrf to the verification process requ:red for the class H carttﬁcates the
"~ applicant’s of class i certificates are requured to be personally present wlth prqnf oftheir :dentlty
“to ’Ehe NIC CA fori !SSuaﬂca of E}SC i : : s i

8

‘@ On receipt of DSC appilcatmrr form; SIQf DlOfHODINlQ-Co—urgznaiur ;s*requ:red to ensure that the
- application form is signed'by the HO(Head of Oﬂﬁce)f&SfCompany Sacretary;‘Su penar OFF cer of the
"4 appimant a!nng with the saal of the office.

LA y ' E' - .- -'.' i ..I' ';'DOﬁ'" ¢ :. & - : -_“I L F i i ‘.H-" §
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