/ ¥ GOVT. OF NCT OF DELHI
SOCIAL WELFARE DEPARTMENT

GLNS COMPLEX, DELHI GATE, NEW DELHI-110002
[COMPUTER CELL]

F.56(320)/DSW/CC/RTI/56/2008-09/Part-1 | Ly /4 — e 89 dated :
Circular 75 JUN 2000

Sub: - Security of Sensitive Personally Identifiable Information.

Please find enclosed herewith copy of a circular no. E-13014/2/2015-
Development/2590-2659 dated 03-06-2020 issued by Special Secretary, Department of
Information Technology, Govt. of NCT of Delhi along with a copy of letter no. 22016/08/2019-
CIS.IV dated 04-05-2020 issued by Ministry of Home Affairs (CIS Division) on the subject cited
above. Further, a copy of letter no. 13014/2/2015-Development/3591-3665 dated 11-09-2018
issued by Department of Information Technology, Govt. of NCT of Delhi regarding General
Guidelines for securing identity information and sensitive personal data or information in
compliance to Aadhaar Act, 2016 and Information Technology Act, 2000 is also enclosed.

All DDs/District Officers/HOOs/DCA/DDOs of Department of Social Welfare are
requested to store, process and analyse the personally Identifiable Information like Aadhaar
numbers, Mobile Numbers, password, financial information such as Bank Account or
credit/debit card or other payment instrument details, photograph, finger print, iris scan etc.
of Financial Assistance Schemes of citizens in a secure environment as per law and directions
issued vide above mentioned circulars/ letters may be compiled with.

Qe
(Subhash Chand)
Deputy Director Admin-||

Copy for information and necessary action:-
1. All DDs/District Officers/HOOs/DCA/DDOs of Department of Social Welfare.
2. Guard File.

Encl: - As above.



GOVERNMENT OF NCT OF DELHI
DEPARTMENT OF INFORMATION TECHNOLOGY
9™ LEVEL, B-WING, DELHI SECRETARIAT, NEW DELHI-110002
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No.E-13014/2/2015-Development/ <.
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POl e T Dated:- § 3/ 4 202 -
CIRCULAR & 12020

Sub:- Security of Sensitive Personally Identifiable Information.

IT Department had vide circular dated 11.9.2018 requested all concerned to observe
the rules / guidelines governing sensitive personally identifiable information. Copy of the
same 1is available on the website (https://it.delhi.gov.in/content/securing-identity-information-
and-sensitive-personal-data?Circular%20-%20Security%20Guidelines 13.pdf).

Ministry of Home Affairs (CIS Division) has, vide letter dated 4.5.2020 (copy
enclosed as Annexure-I), asked all concerned to take steps to put in place appropriate security
control and protocol for processing of Personally Identifiable Information collected in regard
to containment of COVID-19, so that it is stored, processed and analysed in a secure
environment as per law. The communication has also specified that such data must be
destroyed as soon as the purpose, for which it was collected by authorized agency, is over. In
this regard, letter No.22016/08/2019-CIS.IV dated 3™ April, 2020 (copy enclosed as
Annexure-II) issued by Home Affairs, Gol may also be kindly referred for compliance.

This issues with the approval of Competent Authority.

~~
\

(Ajay Chagti)
Special Secretary (IT)
To

All Addl. Chief Secretaries/ Pr. Secretaries/Secretaries/
Heads of Departments of GNCTD/Autonomous bodies/
Local Bodies of GNCTD

Encl:-As above.
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F.No. 22016/08/2019-CIS.IV
Government of India
Ministry of Home Affairs
{CIS Division)
North Biock, New Delhi,
Dated: 4" May, 2020

To,
Chief Secretaries / Administrators of States/Union Territories
Sub: - Security of Sensitive Perscnally Identifiable Information

States / UTs are making efforts to contain the spread of Covid-18 inter alia by
contact tracing, tracking etc. Data from various sources is being collected, collated and
analyzed for this purpose. Some eiements of such data falls under the category of
Personally Identifiable Information (Pll) and utmost precautions need to be taken for
security of such sensitive data.

2. In view of above, it is requestiad that steps must be taken by States / UTs to put
in place appropriate security control and protocol for processing of Pll collected in
regard o containment of Covid-19, so that it is stored, processed and analysed in a
secure environment as per law. Further, such data must be destroyed as soon as the
purpose, for which it was collected by authorized agency, is over.

3. In this regard, Letter No. 22C16/08/2019-CIS.IV dated 3rd April, 2020, issued by
Ministry of Home Affairs, may also kindly be referred for compliance (copy enclosed).

& B
(Shmkram Singh)

Deputy Secretary (CIS-1V)
Tel: 23093753

4. This has the approval of Unicit Home Secretary.

Encl: As above.
Copy to: The Directors General of Police, All States / UTs

For information:

I, Secrstary, Ministry of Heall % Family Welfare, New Delhi

{i. Becrstary, Depariment of Te :com, New Delhi

. Member Secretary, Nationz! Disaster Management Authority, New Deihi
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F.No. 22016/08/2019-CIS.IV
Government of India
Ministry of Home Affatrs
(CIS Division)
North Block, New Delht,
Dated: 3  April, 2020
To,

Chief Secretaries of all States/UTs
Sub: - Seeking Yobile Call Records & Loeation Data of Telecom Subscribers- reg.
The undersigned is directed to say that it has been noticed that some States are using

mobile call records and location data of telecom subscribers for the purpose of tracing of persons
who have come in contact with Corona irus infected persons.

Immediatei\wj»"'
}' B2l
DD I R e i

i

2. It is rejterated that obtaining of such data / information is regulated under Section 3(2) of

Indian Telegraph Act, 1885 and Séerion 69 of the Information technology Act, 2000; Rules and
SOP made thereunder. All concerned are advised to ensure that the provisions of law / ules /
SOP may be adhered to. |

3. This has the approval of Union Home Secretary.
SR
: ‘l(./' 7 :
(ShailendraVikram Singh)
Deputy Secretary (CIS-1V)
Tel: 23093753
Copy to:

The Directors General of Police
All States / UTs

E



Govemment of NCT of Delhi

Department of Information Technology
9th Leve] B-Wing. Delh; Secretariat

F.No,vE—13014/’2/2015—Developmem/ 289]~3443  Date: . 1 /09/2018

To

All Pr., Secretaries/ Secretaries/HoDs
Government of NCT of Delhj

Subject: General Guidelines for securing Identity mformation and Sensitive

. - . - e
crsonal data or mformation Il _compliance to Aadhaar Act 2016 and
Information Technolo Act, 2000
T ————teinology Act, 2000

Sir/Madam

I am directeq to inform that it has been observed that some
Departments are uploading documents containing  sensitive personal
information like Aadhaar numbers, Mobile Numbers, ec. on their websites.
{T department has been frequently recetving wamings/Communication from
CERT-In regarding Information Disclosure Vulnerability in Domain

"delhi.gov.in"

2. All departments/ agencies are therefore advised to adhere to the provisions
of Aadhaar Act 2016 and Information Technology Act 2000, The “Information
Technology {Reasonable Security practices and procedures and sensitive
personal dara or infoz‘mation) Rules, 2011 framed under the IT Act are
enclosed for reference (Annexure 7). 1p this regard, ‘General Guidelines for
securing Identity information and Sensitive personal dara or nformation in
compliance o Aadhaar Act, 2016 and Information Technolog_y Act, 2000
ssued by the Mimisiry of Electronics ang Information Technology Government

of India are ajso enclosed for ready reference (Annexure 0.

3. Departments are requested to review the contents already uploaded on

thelr websites and remove sensitive information (if any) immediately. The



“contents tC pe uploaded on the website must be reviewed and approved by

HODs/ senior officers to ensure compliance of said Acts, Rules and

4 A confirmation letter by the Department stating that the Department’s

website does not contain any sensitive information may kindly be sent to IT

4y

(Ajay Chagti)
Spl. Secretary (1Im

Department latest by September 15, 2018.

Encl; Draft confirmation letter.

Copy to
1. Director General, CERT-IN, Electronic Niketan, CGO, New Delhi

1% \:\



Confirmation Letter

RN TRV B S

[t is to certify that the <website> pertaining to <department> has no sensitive
information as per the Aadhaar Act 2016 and Information Technology Act
2000. The guidelinesissued by the Ministry of Electronics and Information

Technology Government of India has been complied with.

<Signature of Head of Office>

<date>

(V%)
(9}




or encryption or decryption keys that one uses fg gain admittance or access to.
information;

() "Personal information” means any information that relates to a natural person,
which, either directly or indirectly, in combination with other information available or
likely to be available with a body corporate, is capable of identifying such person.

(2) All other words and expressions used and not defined in these rules but defined in the
Act shall have the meanings respectively assigned to them in the Act.

‘

3. Sensitive personal data or information.— Sensitive personal data or information of
a person means such personal information which consists of information relating to;—
(i) password:
(iy  financial information such as Bank account or credit card or debit card or
other pay'ment instrument details ;
(i) physical, physiological and mental health condition:
(iv) sexual orientation: .
(v) medical records and hist:ory;
{vi) Biometric information:
(viiy  any detail relating to the above clauses as provided to body corporate for
providing service: and '
(Vi) any of the information received under above clauses by body corporate for

processing, stored er processed under lawful contract or otherwise:

provided that, any information that is freely available or accessible in public domain
or furnished under the Right to information Act, 2005 or any other law for the time being in
force shall not be regarded as sensitive personal data or information for the purposes of
these rules.

4. Body corporate to provide policy for privacy and disclosure of information —- (1)
The body corporate or any operson who on behalf of body corporate collects, receives,
possess, stores, deals or handle information of provider of information. shall provide a
privacy policy for handling of or dealing in personal information including sensitive
personal data or information and ensure that the same are available for view by such
providers of information who has provided such information under lawful contract. Such
'_ policy shall be published on website of body corporaie or any person on its behalf and
shali provide for— « ‘

{i) Clear and easily accessible statements of its practices and policies:

(i) type of personal or sensitive personal data or information collected under rule 3-

THE GAZETTE OF INDIA - EX TR AURDINARY [ Part -8, 3(1)]
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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY

section

(Department of Information Technology)
NOTIFICATION
New Delhi, the 11th April, 2011

G.8.R..313E).—In exercise of the powers conferred by clause (ob) of sub-
(2) of section 87 read with section 43A of the Information Technology Act,

2000 (21 of 2000}, the Central Government hereby makes the foltowing rules,

namely.

1. Short title and commencement — (1) These rules may be cailed the

Information Technology {Reasonable security practices and prooedurés and

sensitive personal data or information) Rules, 2011,

(2) They shall come into force on the date of their publication in the Official

Gazette.

2. Definitions — (1) In these rules, unless the context otherwise requires,--

(a)
(b)

"Cyber incidents

"Act” means the Information Technology Act, 2000 (21 of 2000):

“Biometrics" means the technologies that measure and analyse human body
characteristics, such as 'fingerprints', ‘eye retinas and irises’, 'voice patterns’,
"facial patterns', ‘hand measurements' and 'DNA' for authentication
purposes;

"Body corporate" means the body corporate as defined in clause (1 of
explanation fo section 43A of the Act:

" means any real or suspected adverse event in relation to
cyber security that violates an expiicitly or implicitly applicable security policy
resulting  in  unauthorised access, denial of service or disruption,
unauthorised use of a computer resource for processing or storage of
information or changes to data, information without authorisation:

"Data” means date as defined in clause (0) of sub-section (1) of section 2 of
the Act;

‘Information” means information as defined in clause (v) df sub-section (1) of
section 2 of the Act;

‘Intermediary” means an intermediary as defined in clause {w) of sub-section
{1) of saction 2 of the Act;

\,ﬂﬁ/
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dehalf of such oady corporate.

(7) Body Corporate or any person on its behaif shall, prior to the collection of
information including sensitive personaj data or information, provide an option to the-
provider of the information to not to brovide the data or information sought to be
collected. The provider of information shall, at any time while availing the services or
otherwise, also have anp option tg withdraw its consent given earlier to the body

corporate. In the tase of provider of information not providing or (ater on withdrawing
his Consent, the bedy Cofporate shall have the option not o provide goods or
Services for which the said information wag sought.

{8) Body Ccorporate or any person on s behalf shap keep the information secure
as provided in ryle g - ‘

{9 Boay Corporate shaj address any discrepancies and grievances of their
provider of the information with respect to processing of information in g time boung
Mmanner. For this purpose, the body Corporate shal designate g Grievance Officer and
publish his name and contact details on its website. The Grievance Officer shall redress
the grievances Of provider of information eXxpeditiously byt within one month * from the
date of receipt of grievance.

8. Disclosyre of information.—. (1) Disclosure of sensitive personal data or information
by body Corporate to any third party shall require prior Permission from the provider of
stich information, who has provided such information Under lawful contract or otherwise,
unless syeh disclosure has been agreed {0 in the contract between the body Corporate
and provider of information. of where the disclosure is necessary for Compliance of g
legal obligation-

Provided that the information shall be Shared. without obtaining prior
Consent from provider of information with Government agencies mandateq under the
law to obtain information including sensitive persona; data or information for the
purpose of verification of identity, or for Prevention, detection,. investigation including
cyber incidents, prosecution, ang punishment of offences The Government agency
shall send request in writing to the body Corporate Possessing the Sensitive personal
data or information stating clearly the purpose of seeking such information. The
Government agency shall also state that the information SO obtained shall not be
Published or shared With any other person,

(2 Noiwithstandfng anything contain in sub-ruie (13, any sensitive personal

daiz on information shall be disclosed (o any third Larty oy an order under the law for

he time 2eing i foree
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(iv) disclosure of information including sensitive personal data or information as
provided in rule 6:

(v) reasonable security practices and procedures as provided under rule 8.

5. Collection of information.— (1) Body corporate or any person on s behalf shall
obtainconsent in writing through letter or Fax or email from the provider of the sensitive
personal data or information regarding purpose of usage before collection of such
information.

(2) Body corporate or any person on its behalf shall not collect sensitive
personal data or information uniess —
(a} the information is collected for a lawful purpose connected with a function or
activity of the body corporate or any person on its behaif: and
(b) the collection of the sensitive personal data or information is considered
necessary for that purpose.

(3)While collecting information directly from the person concerned, the body
corporate Or any person on its behalf snail take such steps as are, in the
circumstances, reasonable to ensure that the person concerned is having the
knowledge of — ’

(a) the fact that the information is being collected:
(b) the purpose for which the infarmation is being collected:
(¢) the intended recipients of the information: and
{(d) the name and address of —
(i) the agency that js collecting the information: and
(ii) the agency that will retain the information.

(4) Body corporate or any person on its behalf holding sensitive personal data
or information shail not retain that information for longer than is required for the
purposes for which the information may lawfully be used or is otherwise required under
any other law for the time being in force..

(5) The information collected shall be used for the purpose for which it has
been collected.

(6) Body corporate or any person on its behalf permit the providers of
information, as and when requested by them, to review the information they had
provided and ensure that any personal information or sensitive personal data or
information found to be inaccurate or deficient shall be corrected or amended as
feasibie:

Provided that g body corporate shall no: be responsible for the authenticity of the
personal information or sensitive personal data or information supplied by

1330 Gir1i-24
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{($) ine oouy torporate ©i any person on its behalf shall not publish the

sensitive personal data or information,

(4) The third party receiving the sensitive personal data or information from
body corporate or any persen on its behalf under sub-rute (1) shall not disclose it further.

7. Transfer of information.-A body corporate or any person on its behalf may transfer
sensitive personal data or information including any information, to any other body
corporate or a person in India, or located in any other country, that ensures the same leve
of data protection that is adhered to by the body Corporate as provided for under these
Rules. The transfer may be allowed only if itis necessary for the performance of the lawfy
contract between the body corporate or any person on its behaif and provider of
information or where such person has consented to data transfer. '

8. Reasonable Security Practices and Procedures.— (1) A body corporate or 3 person
on its behalf shall be. considered to have complied with reasonable security practices and

policies that contain managerial, technical, operational and physical security control
measdres that are commensurate with the information assets being protected with the
nature of business. In the event of an information security breach, the body corporate or g
Person on its behalf shall be required fo demonstrate, as and when called upon to do so by
the agency mandated under the law, that they have implemented security control
measures as per their documented information Security orogramme  and information
security policies.

{2y The international Standard I1S/(SO/EC 27001 on "Information Technology - Security
Techniques - information Security Management System - Requirements” is one such
standard referred to in sub-rule (1),

(3) Any industry association or an entity formed by such an association, whose members
are self-regulating by foliowing other than IS/ISONEC codes of best practices for data
protection as per sub-rule(1), shall g'et its codes of best practices duly approved and
notified by the Central Government for effective implementation.

4) The body corporate or a person on its behalf who have implemented either 1S/ISO/NEC
7001 standard or the codes of best practices for data protection as approved and notified
under sub-rule (3) shall be deemed to have complied with reasonahle Securtty practices
and vrocedures provided that such standard ar the codes of hest practices have peen

N

1

cerlified or audited on a regular basis Py antities iorough independent auditor. duly

~

aporoved oy the Central Government. The audit of reasonable security practices and

e
4]
(

Q)

procecures shal “arried cut by an auditor at least once g year or as and when the body
“Orporate or 3 persgn on s behalf underake significant upgradation of its process and

coOMpuier resource,




General Guidelines for securing ldentity information and Sensitive
personal data oI information in compliance tO Aadhaar Act, 2016 and

Information Technology Act, 2000

1. Objective

The nbjective of this document is o assist the various government clepartments

that cotlect, receive, pPOSSESS. store. deal OfF nandle jomntly referred 0 as

ent) personal informartion

=t
—
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“handle” 0T spancdled’ of “handling
including sensitve personal information O \denuty 1 ormation o implement
the reasonable security p acuces and procedures and omher security and
privacy obligations nnder the [T Act 3000, section 434 ((nformation Technology
ules, 2011 - Reasonable Security practices and procediures and sensiive

personal_ darta or informatony and Aachaar act 2016,

2. Definitions

For the purpose of this document, the definitions &s given in the IT Act 2000

and Aadnaar ACT 2016 have been used. These arc provided neras for sake of

1. Personal inforrnatio.n mecns (_-L@a_,im}"rnju,g;if;m Lhat reaangs o metietral

person, Lhich either directly or indirectly N combinaiion
information quailable or likely 10 he available with o hody corporate, s
capable of identifying such person.

i Sensitive personal data oF information means such personal
information which consists of information relating to:

¢ Password,

«  financial information such as Bank account or credit cd +d or debit card o7

other pagrnent instrument details,
. physical, o) hysi.o:’.ogicai and mental nealth condition,

. sexualoreniallod




Ministy of Slentronivs and (nformarion Cechinelooy

Government of (ndia

Sy

s medical records and history:

*  biometric information

wL Identity information 1 respect liinduad, includes his Aadhaar

I

number, his biometrnc njormation and  his demographic informasion;
wherein biometric information means pbhotograph, finger print, Iris scan,
or such other biological attributes of an individual and demographic
information includes information relating to the name, date of birth,

widress and other releva Linformation of an individual.

3. Document structure

Vallious

4. Intended audience -
The intended zudience for this documen: from the wvarious governiment
departments that are handi ng personal information or sensitive personal dara

or information or identity information as defined above are provided as follows:

i Information Technology departmens: or division or funcrion

i, Technology department or division o uncrion

i Legal department or division or funcrion

o Informarion security department or divisinn or hunction
v.  Chief Information Securi ry offic

Chief Technology officer

d Chief Informarion Technology office
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5.0 Basic Actions Departmen:s should underig e soould inctlde

LY o ool <

5.1 Organisation Structure, Awareness and Training

i

11,

entiiv and

Crganizaton, department

An individua! in  the organization must be made responsible  for
protecting Aadhaar linked personal dara. Thar person should he in
charge of the Security of system, access control. audit, stc.

Ensure all officials involved in any IT related projecrs read Aadnaar Act

2016 and IT Act 2000 along with s Regulations carefully and ensyre

compliance of all the provisions of rhe said Aces,

Ensure thar sveryone including third parues involved in Digiral ininatives
is well conversant wirh provisions of [T As

along with (s Regulations as well as nr SERCS. pocies specification

guidelines, circular

Treare revnal aws Dreaches ol dyrs

tne implications ol e

5.2 Technical and Process Controls

1

5¢
e — —_— ———— T AR,

Follow the information security guidelines of Meity and UIDAI as released
from time o time.

Informen consent - Ensure that the end users should Ciearly be made
aware of the usage, the data oeing collected. and irs usage. The user's
positive consen: should be taken either on paper or electronically,

Ensure thar any personal sensitive information such as Aadhaar
Number, Bank Accounr details, Fund rransfer details, Gender. Reiigion,

Caste or health informacion drsplayv is

A data owner urovarioy s special roles

¥ departmens Drnerwise . by

Verily that all darg capture point and information disserniration poinss
[website, report- ety shouid comply with IT Act and UIDAl's securiny

requiirements.

Pags Joisp
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Ministry of £ ronics and Informartion Technology
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overnment of |

0 T i ndia
M_

i agency is stor ing Aadhaar number or
database, data must be encrvped and

protected securely, preferably using Har
I simple spreadshesrs are used. i1 my

~CeSS controis to data must be in piace o g

non including  Aadhaar number
protecred.

For Aadhaar number ook up in darg
then look up the record or use hash
index.

Regular audit must be conducred to ensyre the effectiveness of data
protection in place.

ldentify and PIEVENt any potential data breach or publication of
personal data.

base, either encrypt the input and
HOZ LG Create Aadhaar number basad

Ensure swift action on anyv breach of personal dasa

Ensure thar the sysiem generates adequzage azdit logs o detect any
> L o .

4}

Authentication choice - When doing auch wenucation, agency should
provide multiple wg a¥S Lo authenricare {fingerprine, iris, OTP} 5 ensure
that all Aadhaar holders are able o use it effsctivel.v.

Multi-factor for high SECUriTy - When doing h gh valye ransactions
mulii-factor authentication must be considered.

In case de epariment is using Aadhaar ‘authemication, it should follow

exception handl; g mechanism on follow ing lines-

a It is expected that a small percentage of Aadhaar holders will not ne
able to do biom etric authentication. It is necessary that a well-de fined
€Xception handiing mechan; Sm be put in place to ensure inclusion.

b, If fingerprint is not working at g even after using muiti-finger

autuenucat*on then alternare Sy 5 0r OTP muyst be crovided,

(]

I the schemes 's fy

This ensires thar
gernrineg auraenticarion

o o E (s Dl e N Ly oy b - . NN
someone 2lse in the caimils g Uoautneniicats, Thig

Toch s - In A
rediuces the
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XIX.

XX.
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XXIL

umemmert of [nd a
Hovernment of ndia

4o I none of the above is anvone in family,
erc.}. then AgeNCY must

using card or PIN or other m
o

hand ling schemes

Aall accsss o informarion. ar aurhenticanon usage must follos With
’1(“4LLCBU()"%/”Q“FL of o CrIOns.

All agencies Lmolememmg Aadhaar  authenucation must provide

grievances handing mechanism via my ltiple channels (websi

=
97

call-center. mobtile app. SMS, phusical-cenrer. ere.y.

Get all the appii:ations Inat coilect personal sensitive informarion
audized for application conrrois and compliance to the said Acts &
certified for its data securnty by appropriate authoriry such as CERT-IN
empanelled auditors.

Use only STOC/UIDAI cer tified  bilometric  devices for Aadhaar
aurthentication.

Check all IT infras structure and ensure that no informar on is displayed
se it is displaved, plcQSL remove them immediately.

ensure that adequate contractual proteclion is in place in case rhird
0 d i

gon’ dara centerc

.3 Data Retention and Removal

Ensure tnat rhe depariment has dey veiped a data rerentis nopolicy
Ensure thar vou de not store personal sensitve mtorma{ion tor a period

more than what s required
Delete/ remove purge the data after a specified period

5.4 Aadhaar Specific precautions

i

Do not publish any personal identifiable dara mnciuding Aadhaar in public
doma:n/websites etc.

Do not store biomerric nivrmation of Aadhaar holders collected for
authenrtication

Do not store any aadhaar cased dacta o “nyovnprotecied endpoin:

eVICES. suon as PO l2preps o0 smart ohores or ablers or anv

Do not print/display aur perso nalls ddta mapoed

wWith  any  other departmental data such as on reanicn card/birth

certificate fcaste certificatejany  other certificare / cdocument. Aadnazr
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